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COM101
ARB101
ENG101
CSB101
MTH111
CSB111
CSB112

Arabic Language | -

English Language | -

Computer Skills -

Mathematics | -

Fundamentals of Computing -

Programming Fundamentals CsSB111

First Year

ISL101
ARB102
ENG102
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MTH121
MTH122
CYB161
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Second Semester

Islamic Culture

Arabic Language |l ARB101
English Language Il ENG101
Computer programming CSB112
Mathematics I MTH111
Mathematics Structure MTH111
Cybersecurity Fundamentals CsB111
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Second Year Third Semester
1 ENG212 English Technical ENG102
2 ISB211  Systems Analysis and Design Conotis
3 CSB212 Databases Fundamentals CSB111
4  CsB271 Logical design sy
5 STA213 Probability and Statistics MTH121
6 CSB231 Data Structures and Algorithms CsSB113

Second Year Fou rth Semester

CYB161,
CSB251 Data communication and networks CSB271
> CSB272 Computer architecture and CSB271

organization
3 CSB214 Object Oriented Programming CSB113
Law, Privacy and Ethics in Cyber

4 CYB262 Security CyBi61

5 CYB263 Cryptography CyB161

6 ITB215 Fundamentals of Web Design CsB113

Total Credit Hours
Third Year Fifth Semester
CYB263,
CYB341 Information security protocols CSB25]

ISB211,

2 CYB364 Secured software development CYB262

3 CSB316 Operating Systems CSB272

4 ITB332 Web Application Development ITB215

5 ITB333 Visual Programming CSB214

6 CSB352 Computer Network CSB251

| TotalCreditHours | 18 |12 [ 12 ] 0

Head of Dept. Dean of Faculty Dean of Academic Affairs President of University
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Third Year Sixth Semester

Network management and

ITB353 CSB352
monitoring

. . CYB341,

2 ITB342 Information Security Management CYB262

. CSB352,

3 CYB354 Network Security CYB341

CYB161,

4 CYB365 Ethical hacking CYB341,

ITB332

Wireless and mobile computing &  CSB352,

5 CSB355 security ITB333
6 Elective |

Total Credit Hours

[ 18 | 141 8 | 0

Fourth Year Seventh Semester
ITB353,
ITB456 Cloud Computing and security CYB341

CYB365,

2 CYB466 Cyber-crime and digital forensics CYB354,
CSB336

3 RES491 Research Methodology STA213

4  CYB492 Graduation Project | sl s

5 Elective (2)

Total Credit Hours

Head of Dept. Dean of Faculty Dean of Academic Affairs President of University
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Fourth Year Eighth Semester

CYB467  Selected Topics in Cyber Security CYB467

i ITB342, 2 . 0 0
2 CYB443 Risk Assessment and management CYBAGE 3 3
3  CYB493 Graduation Project Il Whatis suggested - 3 4 0

by the department

4 Elective (3)

3 3 0 0

1 CSBxdx Biometric 3 v
2 CSBxb5x Data Science 3 0 0 0
3 CSBx6x Internet of things and its security 3 0 0 0
4 CSBxxx Artificial intelligence 3 0 0 v
5 [TBx5x E-commerce and its security 3 : 0 0
6 CYBxdx Database msa;r::attjgrji?;nent and its 3 0 0 0
7 CSBx7x Reverse Engineering 3 v v v
8 CSBx8x Distributed computing and its 3 0 0 0
security
9 CSBx9x Current trends in Cyber Security 3 0 0 0
CYBx7x Cyber Warfare

Head of Dept. Dean of Faculty Dean of Academic Affairs President of University



