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AL-SAEED UNIVERSITY | CYBERSECURITY & Al

Intelligent Hybrid Detection of Hidden Data in
JPEG Images

SRM + EfficientNet-B4

Innovation Concept Problem Addressed

A deep-learning system that detects extremely subtle IMiPOD and UERD make small, content-adaptive
statistical traces left by hidden data in JPEG images. SRM modifications that are difficult to detect visually or through
extracts high-frequency residual evidence, while conventional analysis, enabling images to act as covert
EfficientNet-B4 classifies cover and stego images. channels for unauthorized information.

How It Works Technical Feasibility

(High-Pass Filters) Residuals and Detail Enhancement

fi - 1
| (B amhann| (B
<

B owume

154K T10TAL IMAGES 94.37 % wriGHTED AUC

e cf S0 bl
e

Partition Images Share

o Training 107,800 70%

Validation 23,100 15%

Original image — SRM filters — residual maps — Testing 23.100 15%

EfficientNet-B4 — Cover / Stego probability

Experimental Performance by Embedding Algorithm and JPEG Quality
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Expected Impact & Benefits Innovation Status

v' Support preliminary screening and digital investigations. The model demonstrated feasibility on

v’ Strengthen cybersecurity and detect covert data channels. ALASKA2-derived data and an

v’ Automate analysis of large image collections and reduce manual independent test split. Operational or
inspection. evidentiary use requires external

v' Help forensic laboratories prioritize suspicious images. validation, robustness testing, threshold

v' Provide an extensible research foundation for modern steganalysis. calibration, and human review.
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